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Customer L.T.D
ul. Aleje Szetlandzkie 16,
00-666 Warsaw, Poland

Dear Sir or Madam,

I am pleased to provide you with the report resulting from the completed
penetration testing activities (hereinafter referred to as the Report), conducted
for Customer L.T.D (hereinafter referred to as the Company) in accordance with
Order No. 2212 dated 2026-04-10.

Our role was to identify vulnerabilities, propose high-level recommendations
regarding the detected weaknesses, and present them in this report. The
information presented relates to issues identified within a specific period,
limited by the project's timeframe.

It is the Company's role to make decisions regarding the implementation of the
recommendations in order to minimize the risks arising from the identified issues.

Should you have any questions regarding this report, please feel free to reach out
to the individuals listed in the ENGAGEMENT CONTACTS section - or contact me
directly.

Cgpvam@ EMAIL hamr3r@securitybuffor.com
Krzysztof Gres

MOBILE +48 111 222 333
SECURITYBUFFOR
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SECURITYBUFFOR - PENETRATION TEST

1 STATEMENT OF CONFIDENTIALITY

The contents of this document are confidential and constitute a trade secret. The
information contained herein may be used solely for its intended purpose.
Disclosing this document to third parties, as well as reproducing, copying, or
distributing it without the prior written consent of its creator, is prohibited.
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2 ENGAGEMENT CONTACTS

2.1 CLIENT POINTS OF CONTACT

EXECUTIVE SUMMARY

Customer L.T.D (hereinafter referred to as "Customer") commissioned
SECURITYBUFFOR. to conduct a penetration test of Customer's network infrastructure
in order to identify security vulnerabilities, determine their impact on Customer,
document all findings in a clear and reproducible manner, and provide remediation
recommendations.

CUSTOMER

CONTACT CONTACT EMAIL

John Smith CEO john.smith@customer.com

2.2 KONTAKT DO 0SOB REALIZUJACYCH TEST

SECURITYBUFFOR

CONTACT CONTACT EMAIL

Krzysztof Gre$ Pentester krzysztof.gres@securitybuffor.com
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$ EXECUTIVE SUMMARY

Customer L.T.D (hereinafter referred to as "Customer") commissioned
SECURITYBUFFOR. to conduct a penetration test of Customer's network infrastructure
in order to identify security vulnerabilities, determine their impact on Customer,
document all findings in a clear and reproducible manner, and provide remediation
recommendations.

3.1 METHODOLOGY

SECURITYBUFFOR conducted the tests using a "Black Box" approach between April 9,
2026 and April 9, 2026, without credentials or prior knowledge of Customer's
environment, with the goal of identifying unknown vulnerabilities. The testing was
performed remotely from SECURITYBUFFOR's research laboratories. Each identified
weakness was documented and manually investigated to determine its exploitability
and escalation potential. SECURITYBUFFOR. aimed to demonstrate the full impact of
each vulnerability.

3.2 SCOPE

During the course of the assessment, the audit team identified several significant
security issues:

* @ critical-risk vulnerabilities: Their exploitation could lead to a full
takeover of the Active Directory domain and a complete compromise of the
company's infrastructure.

* 1 high-risk vulnerabilities: These findings, which include excessive
permissions and access to sensitive data, could allow attackers to further
escalate privileges within the company's infrastructure.

* 1 medium-risk vulnerabilities: The exploitation of these flaws could
negatively impact the confidentiality, integrity, and availability of data
processed by the company.

should also consider conducting periodic vulnerability assessments, if they are
not already being performed. After resolving the issues identified in this report,
a more collaborative, in-depth security assessment can help identify additional
opportunities for hardening the environment, which will make it more difficult for
attackers to move across the network and increase the likelihood that Customer
will be able to detect and respond to suspicious activities.
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$ ASSESSMENT OVERVIEW

SECURITYBUFFOR. commenced all testing activities from the perspective of an
unauthenticated user. Customer provided the network ranges but did not provide any
additional information, such as operating system details or configuration data.

4.1 SUMMARY

During the testing, SECURITYBUFFOR. discovered a total of 2 vulnerabilities that
pose a significant risk to Customer's information systems. SECURITYBUFFOR. also
identified @ informational finding, which, if addressed, could further strengthen
Customer's overall security posture. Informational findings are observations
regarding areas requiring improvement by the organization and do not in themselves
constitute security vulnerabilities. The chart below presents a summary of the
findings broken down by severity level.

The following vulnerabilities were identified during the penetration tests: 1 High
i 1 Medium.

0 0 0 0
Critical High Medium Low Informational

Below is a high-level overview of each finding identified during testing. These
findings are covered in depth in the Technical Findings Details section of this
report.

SEVERITY NAME OF THE FINDING

High First Demo Finding

Medium Second Demo Finding 10
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$ REMEDIATION SUMMARY

As a result of this assessment, there are several opportunities for Customer to
strengthen its infrastructure security. The remediation actions have been
prioritized below, starting with those that will likely take the least time and
effort to implement. Customer should ensure that all remediation steps and
mitigating controls are carefully planned and tested to prevent any service
interruptions or data loss.

5.1 SHORT TERM

TODO SHORT TERM REMEDIATION:

* Finding Reference 1 - Set strong (24+ character) passwords on all SPN
accounts

* Finding Reference 2 - TODO FILL IN AS APPROPRIATE

TODO FILL IN BASED ON FINDINGS, EXAMPLES LEFT FOR REFERENCE

5.2 MEDIUM TERM

TODO MEDIUM TERM REMEDIATION:

* Finding Reference 1 - Disable LLMNR and NBT-NS wherever possible
* Finding Reference 2 - TODO FILL IN AS APPROPRIATE

TODO FILL IN BASED ON FINDINGS, EXAMPLES LEFT FOR REFERENCE

5.3 LONG TERM

TODO LONG TERM REMEDIATION:

* Perform ongoing internal network vulnerability assessments and domain
password audits
* Perform periodic Active Directory security assessments

* Educate systems and network administrators and developers on security
hardening best practices compromise

* Enhance network segmentation to isolate critical hosts and 1limit the effects
of an internal compromise
* TODO FILL IN AS APPROPRIATE

TODO FILL IN BASED ON FINDINGS, EXAMPLES LEFT FOR REFERENCE
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$ FINDINGS DETAILS

FIRST DEMO FINDING

CVSSs 3.1: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:L
ASSETS: TODO: affected component, TODO: affected
HIGH component

8.3

IOBSERVATION
TODO: High-level summary

PATRZ TO DZIAtA

| TvPACT
TODO: impact of finding

| RECOMMENDATION
TODO: how to fix the vulnerability

| REFERENCES
* ab repudiandae

* nobis quibusdam

ITECHNICAL DETAILS AND POC

TODO: detailed technical description what this findings is about and how it can be
exploited
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SECOND DEMO FINDING

4.7

MEDIUM

| oBSERvVATION
TODO: High-level summary

| TmPACT
TODO: impact of finding

| RECOMMENDATION
TODO: how to fix the vulnerability

| REFERENCES
* sequi consectetur

* odit ipsum

I TECHNICAL DETAILS AND POC

TODO: detailed technical description what this findings is about and how it can be
exploited
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A APPENDIX

A.1 FINDING SEVERITIES

Each finding has been assigned a severity level: critical, high, medium, low, or
informational. This rating is based on an analysis of the priority with which a
given finding should be treated, and its potential impact on the confidentiality,
integrity, and availability of the organization's data.

Exploitation of the vulnerability will lead to a complete system compromise or
critical damage to the company's operations. The risk of financial and
reputational loss is extreme. The lack of effective controls makes the attack
easy to execute and immediate in its consequences.

CRITICAL

Exploitation of a technical or procedural vulnerability will cause significant
damage. The likely outcome will be substantial political, financial, and/or
legal losses. Threat exposure is high, increasing the likelihood of an
incident occurring. Security controls have not been implemented effectively to
limit the severity of the consequences in the event the vulnerability is
exploited.

Exploitation of a technical or procedural vulnerability will have a
significant impact on the confidentiality, integrity, and/or availability of a
system, application, or data. Exploitation of the flaw may cause moderate
financial losses or reputational damage. Threat exposure ranges from moderate
to high, increasing the likelihood of an incident occurring. However,
mitigating controls are in place that limit the severity of the consequences
if the vulnerability is exploited, preventing further political, financial, or
legal damage.

MEDIUM

-- OR --
The vulnerability is of a nature that would otherwise be classified as High
Risk, but threat exposure is so limited that the likelihood of its
exploitation is minimal.

Exploitation of a technical or procedural vulnerability will have a minimal
impact on operational activities. The Confidentiality, Integrity, and
Availability (CIA) of sensitive information are not at risk of compromise.
Exploitation of the flaw may cause minor financial losses or slight
reputational damage. Threat exposure ranges from moderate to low. Mitigating
controls are in place that limit the severity of the consequences if the
vulnerability is exploited, preventing further political, financial, or legal
damage.

-- OR --
The vulnerability is of a nature that would otherwise be classified as Medium
Risk, but threat exposure is so limited that the likelihood of its
exploitation is minimal.

No direct threat. The finding is informational in nature, providing
Sy o] A configuration data or indicating minor deviations from best practices (i.e.,
security hygiene).
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A.2 COMPROMISED HOSTS

METHOD

TODO FILL IN AS APPROPRIATE

Text

Text

Text
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A.3 COMPROMISED USERS

USERNAME

METHOD

TODO FILL IN AS APPROPRIATE

Text

Text

Text
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A.4 CHANGES/HOST CLEANUP

SCOPE

CHANGE/CLEANUP NEEDED

TODO FILL IN AS APPROPRIATE
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